Non-interactive zero-knowledge proof of SHE
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1 Notations

G1 = (¢91) ; DLP is hard,
G2 = (g92) ; DLP is hard,
sk = (s1, s2) ; secret keys,
pk = (hq, hs) ; public keys where hy = ¢g1°, hy = ¢2°2.
Enc(m) = (c1,¢2,¢3,¢4) = (917,91 h1”, 927, g2 ho?) where p,0 < Zy.

2 Equality of DLs

2.1 Prove

Ty Tay Tm $ Lip,

(R1,Ra, Rz, Ry) = (1”7, 1" 1", 92", g2" ™ h'"7),
c = H(pp, pk,c1,cz2,c3,c4, Ry, Ry, R3, Ry),

(Sps Sos Sm) = (rp + cp, 76 + €O, T + cm),

output (¢, $p, 84, Sm)-
2.2 Verify

Verify c:H(pp7pkvcl7027c37c47R€L7 /QaRévRZL)7
where (Ry, Ry, Ry, Ry) = (917 /cf, 917" ha* [c3, 92°7 /5, 92" ho ™7 [ ).

2.3 Correctness

/ S,—C s
R =g =g =Ry,

’ Sm—CM ] Sp,—C Tl Tp
Ry = 1" “"hy %" = g1""hy"" = Ry,
Ry =g2"" " = g2"" = R,

Ry = g2"" " Mhy® T = gy"mhy"* = Ry.



3 m=0orl

3.1 Prove

3.2 Verify

dl—ma Sp,1—m Zp,

Rii—m= gioorm Jey B

Royom = hi® =" f(eafgn ™),
Tpms>Tpr Tos Tm < Lp,

Rl,m = glrp"mv

Rym = hi"m,

¢ = H(pp,pk,c1,c2,R10,R2,0,R1,1,R21),
dm = ¢ — di—m,

Spom = Tp,m + dmp;

output (do,d1,5,,0,5p.1)-

Ry, = g% /e, fori=0,1,

RY o = hi*r [y,

Ry y = hi* (ca/gr)™,

c= H(pp,pk,clvc%R/Lo’ /2707 /1717 /271)7
verify ¢ = dg + dy.



4 m =0 or 1 and Equality of DLs
4.1 Prove

dl—m; Sp,1—m — Zpa
Sp,1—1
Rijom=gi" /1

S _ 1—m dlf'm
Royom =™ (o /g ™),
TpmsTpsTosTm < Zpa

di—m
)

Rym =g,
Rym =hy"»m,

Ry =g1",

Ry=gi" ",

R5 = g2,

Rg = g2"mhy"",

¢ = H(pp,pk,ci1,c2,R10,R20,R1,1,R2,1, R3, ..., Rg),
dm =C— d1,m,

Spm = Tp,m + dmp,

Sp =Tp+Cp,

S = T4 + COo,

Sm = Tm + CMm,

output (do,d1, 55,0, 55,15 505 5p, Sm)-
4.2 Verify

1= g1°7i fe1 %) for i = 0,1,
Ry =hi™0 [es®,
Ry y = ha*f(e2/g1)™,
Ry =g /",
Ry = g1°"hi* [ex,
Ry = g2 [e3°,
Rg = 92" ha™ [es”,
where ¢ = dg + dy,
verify ¢ = H(pp,pk,c1,ca, R1 0, Rao, R11, Ro1, RS, ..., Rg).



5 meM:={my,...,my,}
5.1 Notations

P : generator

x : secret key

Q@ := x P : public key
Enc(m,r) := (mP + rQ, rP); ciphertext of m

Properties:

Enc(mq,r1) + Enc(ma, r2) = Enc(my + ma,r; + r2).

5.2 Prove

Let C := Enc(m,r) and m = m.
Select { a; };,; and {¢; } randomly.

Ri = Enc(ai(m - mi)7 tl)a
h:=Hash(P,Q,C,{ R; }),

QG0 1= h— Z Qs ,
174!
bi = ti — a;r.

Output a proof 7 := { a;,b; }.

5.3 Verify
For given P,Q,C, 7 :={ a;,b; } , M,

R; := a;(C — Enc(m;,0)) + Enc(0, b;),
h:= Ha’Sh(P7 Q7 C? { R; })7
Verify h=a1 + -+ + an.

Remark: If the verification is okay,
R; = Enc(a;(m —m;), a;r + b;).
Let t; := a;r + b;, then
Hash(P, @, C,{ Enc(a;(m —my;),t;) }) = a1 + -+ + ay.

If m ¢ M, it is hard to find a;, t;.



